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Simple booking process
Step-by-step

Worldline has developed a booking process specifically tailored to the requirements of the 
hotel industry, and offers (among other things) payment processing with tokens (substitute 
data). The procedures subsequently offer increased data security and additional, useful 
benefits. Please note that the function has to be activated on your terminal (ep2). If this is not 
yet the case, please get in touch with Worldline.

As a leading enterprise in the field of cashless payments, Worldline sees itself obligated to provide 
you with hands-on support regarding the efficient handling of payments by card as well as dealing 
with the topic of card data security and provide you with useful tips. There are also a number  
of security measures to consider. Given that wherever there is success, the fraudsters are never  
far away: The level of fraudulent activity has increased significantly in recent years, especially  
in the hotel industry.

* Insofar as no prior online booking and associated charge to the card has taken place.

** The token PAN is a randomly generated, indecipherable 19-digit substitute number for the original card number. Only Worldline will know to which 
original card number the token PAN belongs. A random expiry date is generated for every token PAN which, for security reasons does not correspond  
to that of the original payment card.

Booking by telephone, post, email or 
an online portal. Cardholder and card 
are not present.

Check-in: Cardholder and card are 
present.

When extending the stay

Check-out

Reservation*

Reservation*

Cancelling the reservation

Extending the reservation

Purchase after reservation

When taking a reservation a token 
PAN is generated with the token 
expiry date. This is listed on the 
receipt.**

Repeat the reservation process at 
the payment terminal and swipe the 
payment card. A new token PAN with 
a token expiry date is generated.

Finally, cancel the first reservation at 
the payment terminal, in order that 
the amount is only reserved once on 
the card.

The card does not necessarily have 
to be swiped, including for DCC 
payments.

Important: 
The original reservation and Top 
Up or reservation increase will 
subsequently be registered and 
automatically deleted following this 
process. Therefore, no reservation 
cancellation has to take place.

Status Using the payment terminal Comments
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Benefits of the booking process  
with Worldline 

The payment card simply has to be swiped during 
check-in. It is no longer a mandatory requirement during 
check-out.

DCC payments (Dynamic Currency Conversion)  
are also possible during check-out, without the need  
to re-swipe the card.

The card information is transferred and “tokenised”  
using the secure EFT standard (Electronic Fund Transfer),  
i.e. substituted with incomprehensible random data. 
Due to the fact that this information is not sensitive, 
complying with PCI DSS requirements is rendered 
significantly easier.

Tips

During check-in, swipe the card whenever possible 
using the chip or the magnetic strip. By doing so, you are 
transferring liability to the card-issuing bank in the event 
of any loss.

When your guests are checking out, offer them the 
opportunity to pay in the currency of their card (DCC). 
The guest must be given the opportunity to confirm his 
or her consent by pressing the confirm button on the 
payment terminal. Please ensure to alert the guest’s 
attention to DCC using simple questions, e.g.: May we 
settle your bill directly in pounds sterling (card currency)?

Inform the guest that during the reservation process 
the booking amount was reserved on the card, meaning 
that the card limit was reduced by this amount (but the 
amount will not be charged).

Important information

Credits may only be allocated to the same  
card that was originally charged. 

Never allocate credits to other credit cards,  
debit cards or bank accounts.
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Using the payment terminal
Quick guide

1. Select booking type 
“Reservation”. 

2. Enter the amount to be reserved 
and authorised.

3. Swipe the card at the terminal.

4. Confirm the amount with PIN  
or signature.

5. “Reservation” confirmation  
pinted off.

Reservation

1. Select booking type “Booking 
reservation”.

2. Enter final amount (differential 
amount is subsequently authorised 
automatically).

3. Select “Manual”.

4. Enter the “Trx Ref. Number”.

5. Card number is requested: 
 • Enter token PAN.

6. Expiry date is requested: 
 • Enter token expiry date.

7. CVC2/CVV2 is requested: 
 • Press the “OK” button.

8. Check the final amount and 
select DCC for an international 
guest. He or she must confirm  
DCC by pressing the button.  
Now, no card has to be swiped.

No-show
Same approach as “Booking 
reservation” with the following 
changes:

• The maximum chargeable 
amount is for one overnight stay.

• “No-show” must be noted down 
by hand on the signature line.

1. Under “Other transactions” 
select the booking type “Extended 
reservation”.

2. Enter the amount by witch the 
reservation should be extended. 

3. Enter the “Trx Ref. Number”.

4.1. Card present: Scan the card 
at the terminal.

4.2. Card not present: select  
“manual” and enter the token 
PAN as well as the token expiry 
date.

5. Confirm the amout.

6. The “reservation extension” 
confirmation is printed out.

1. Select booking type "Booking". 

2. Enter the additional charge 
amount. 

3. Select "Manual”.

4. Card number is requested 
 • Enter token PAN.

5. Expiry date is requested 
 • Enter token expiry date.

6. CVC2/CVV2 is requested 
 • Press “OK”.

7. Do not offer DCC, due to the  
fact the cardholder cannot confirm 
by pressing the button.

8. Write "Signature on file" on  
the signature line on the receipt.

1. Select booking type “Credit”. 

2. Enter the password for the 
payment terminal and press “OK”. 

3. Enter the amount and press "OK".

4. Enter the date of the original 
transaction.

5. Insert card and press "OK".

6. The "Credit" is printed out.

 
1. Booking type 
2."Token card number" 
3. "Token expiry date" 
4. Transaction reference number 
5. Total amount

Credits

Receipt

Booking (reservation)

Extending the reservation

Booking (additional charge)

Snow Mountain 
Hotel Resort

Crystal Peak 
3920 Zermatt 
Switzerland

Reservation

Visa

9756 1348 0110 7483 611

Expiry date

12.05.2026
Booking period
Trm-Id: 12345678
Act-Id: 5

AID: 

Total-EFT

Trx. Seq.-No:

Signature

Authorisation code:

Worldline

49FAEB10EC70B4099C7B 5C167E9E5FCC
EPF:

A0000000041010

EURO 345.00

87974475

121851

09.18

11:05:34
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1. Select booking type “Cancel res.” 
under the booking type "Other 
transactions". 

2. Enter the “Trx Ref. Number”. 

3.1 Card present:
• Swipe the card at the terminal.
• Reservation is cancelled ". 

3.2 Card not present:
• Select “Manual”
• Card number is requested. 

> Enter token PAN.
• Expiry date is requested. 

> Enter token expiry date.
• CVC2/CVV2 is requested  

> Press “OK”.

Cancelling a reservation

1

2

3

4

5
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Reservation

Please request the following 
information from your guest when 
making the reservation:

• Last name, first name  
(as they appear on the card).

• Billing address.

• Credit card number and expiry date.

• Telephone number, postal address, 
email address– date  
of arrival and duration of stay.

Please provide your guest with the 
following information (ideally in 
written form):

• Price of each overnight stay for the 
desired room category as well as 
total billing amount (including VAT).

• Exact hotel address.

• Reservation number  
(provided by the hotel).

• Hotel cancellation policy conditions, 
in particular the latest point in time 
for a free of charge cancellation.

• Clarification that once the 
cancellation deadline has expired 
and/or should the cancellation 
conditions not be complied with, the 
cost of the overnight stay including 
all taxes will be charged to the card.

Cancellation

In principle, you are obligated to accept 
all cancellations received by you  
before 18:00 local time on the day  
of the planned arrival. If this cancellation 
period is too short, you can extend this 
up to a maximum of 72 hours before the 
planned arrival of your guest.  
In such a case you must draw your 
guest’s attention in writing to the 
special cancellation period. You must 
make explicit reference to the specific 
date and time of this cancellation period.

• Execute the “Reservation 
cancellation” process at the payment 
terminal or in myPortal.

• You must inform the cardholder  
of the cancellation number (issued 
by the hotel).

No-show

In case of a no-show that has also not 
cancelled his or her reservation within 
the allotted time, you may charge his 
or her credit card for the costs of an 
overnight stay including taxes, and print 
out the corresponding receipt.

• Make a charge for the booking with 
the corresponding amount.

• In place of the cardholder’s signature 
please write the comment “No-show” 
on the signature line.

Tip
Request a signed declaration 
of consent from your guest, on 
which he or she provides his or 
her consent to your conditions  
of cancellation as well as your 
General Terms and Conditions. 

Important
If the cardholder disputes having 
made the hotel reservation, you 
may under certain circumstances 
be required to provide supporting 
evidence to avoid the charge 
being reversed.

Reservation guarantee by credit card
The correct approach

When registering a booking with a credit card (Visa, Mastercard, UnionPay, JCB,  
Diners Club International or Discover Card) the first overnight stay can be guaranteed.
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Reservation

Please request the following information  
from your guest when making the reservation:

• Last name, first name (as they appear on the card).

• Billing address.

• Credit card number and expiry date.

• Telephone number, postal address, email address,  
date of arrival and duration of stay.

Please provide your guest with the following information 
(ideally in written form):

• Price per overnight stay for the desired room category  
as well as the total billing amount. 

• (incl. VAT).

• Exact hotel address.

• Reservation Number (provided by the hotel).

• Hotel cancellation policy conditions, in particular the latest 
point in time for a free of charge cancellation.

• Advance deposit amount, which you will charge to his 
or her credit card (this may not exceed the price for 14 
nights). Please avoid stating the complete card number  
on the confirmation, and only provide a maximum of the 
last four digits.

• That the advance deposit is deducted from the final bill.

• That the room for the period covered by the advance 
deposit is kept free for the guest.

• That the advance deposit will, in whole or in part,  
be withheld after the cancellation period has expired  
and/or if the conditions of the cancellation policy  
are not complied with.

Taking the “Advance deposit”  
at the payment terminal

• Execute a “Booking” at the payment terminal.

• Write the words “Advance deposit” on the signature line  
on the receipt by hand.

• You are obligated to send a written advance deposit 
confirmation and a copy of the booking receipt to the 
guest within three working days.

• The advance deposit confirmation printed out by you must 
contain the following information:

• Hotel name.

• Name, billing address and telephone number  
of the cardholder.

• Scheduled date of arrival.

• Advance deposit.

• Date of the transaction.

• Booking code of the advance deposit (issued by the hotel).

• The latest point in time for a cancellation.

• Agreed cancellation conditions.

• Statement of rights and obligations when paying  
an advance deposit via credit card. 

Reservation with an advance  
deposit paid by credit card
The correct approach

If you wish to request an advance deposit for a reservation, you can do so using the guest’s 
credit card. There are two options here: Via the payment terminal or online. When using either 
option it is important to stick to the following steps exactly, in order to avoid any queries  
or return debits.

Tip
Request a signed declaration of consent from your 
guest, on which he or she provides his or her consent 
to your conditions of cancellation as well as your 
General Terms and Conditions.
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This option is available to you if you have access to 
the correct e-commerce package from Worldline. This 
allows you to either generate an offer through the 
application’s back office using the advance deposit, 
which you can then send to the guest by email, or 
the guest can register a booking via your reservation 
platform.

In both cases, the guest is referred to the payment 
window where he or she can enter their card details. 
The guest is then requested to enter his or her 
password in the 3-D Secure window – which allows 
you to ascertain that the guest has made the booking 
themselves. In the back office you can view and 
process the booking.

• Inform the cardholder of the cancellation code 
(issued by the hotel) and inform them that the code 
should be stored safely in the event of any possible 
queries.

• Please ensure that you write the comment 
“Cancelled” and the cancellation code on the 
advance deposit confirmation.

• Calculate the amount to be reimbursed.

• Issue a credit at the payment terminal.

• Ensure that you send the guest a copy of both 
receipts within three working days (advance deposit 
booking receipt and credit note for the cancellation) 
accompanied by a text explaining that a credit has 
been issued.

 
Booking an advance deposit online

 
Cancelling at the payment  
terminal and online:

Important
In principle, the guest has a right to the room or the room category booked by him or her. If the accommodation 
reserved by the guest is unavailable at the point in time of his or her arrival, you are obligated to credit the full advance 
deposit paid by the guest.

Transaction settlements using manually entered card information involve risks, which are to be borne by the hotel. 
In particular if it subsequently emerges that the card data has been fraudulently used and without the cardholder’s 
consent. You can significantly reduce such risks by processing the advance deposit online.
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Reservation/Check-in

In order to charge any late charges, you must have explained 
to the customer no later than at the point in time of check-
in your General Terms and Conditions in connection with 
additional costs. We therefore recommend obtaining a signed 
declaration of consent from the guest (at best at the point 
in time the reservation is made) through which the guest 
declares their consent to your conditions of cancellation  
and your T&Cs.

After the guest’s departure

• Execute a “Booking” at the payment terminal.

• Note down “Signature on file” on the signature line.

• If the booking and/or authorisation is rejected,  
please contact the cardholder and request another  
form of payment.

Please send the cardholder the following information:

• Copy of the receipt with the comment “Signature on file” 
on the signature line.

• Copy of the bill(s) regarding the additional costs  
with a detailed breakdown.

Important
Late charges for additional costs may only relate to 
the room, food and drink. The hotel bill may only be 
increased by a maximum of 15% as a result of these 
late charges.

If these additional costs exceed 15% or are the 
result of any loss, theft or damage to the hotel room, 
these may only be charged as late charges if you 
have contacted the guest after his or her departure, 
and have reached an agreement on the matter. Any 
consent to allowing these costs to be charged to the 
card must be presented in written form.

Late charges
The correct approach

Should you discover at check-out that a number of additional costs have not been  
accounted for in the final bill, you may charge so-called late charges to the credit card.
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Effective card data privacy thanks to PCI DSS

 
 

• Hotels with transactions exceeding 6 million 
transactions per year and potentially entities who have 
been victim of card data theft, shall conduct an on-site 
audit. This must be performed by a qualified person 
(Internal Security Assessor (ISA) or Qualified Security 
Assessor (QSA)).

• Hotels with fewer than 6 million transactions per 
year can declare compliance with the guideline via a 
SAQ – Self Assessment Questionnaire. Depending on 
the form of card acceptance there are corresponding 
versions of this document SAQ.

• All hotels with externally facing (internet) IP addresses 
will be required to undergo a passive vulnerability scan 
on their systems on a quarterly basis conducted by 
an ASV (Approved Scanning Vendor) to identify any 
weaknesses or security issues at the earliest possible 
time.

The Payment Card Industry Data Security Standard (PCI DSS) is a set of regulations governing electronic payment 
transactions, which regulates the secure processing of card transactions and to which absolute compliance is demanded  
by leading card organisations – Visa, Mastercard, JCB International, American Express and Discover Financial Services. This set 
of regulations is issued by and subject to further development under the Payment Card Industry Security Standards Council.

All businesses that store, transfer or process card data must fulfil the security requirements stipulated by these regulations.  
If the regulations are not complied with, the card organisations may ultimately prohibit the acceptance of such card payments.

This set of regulations is intended to protect you against the undesirable consequences of card data theft; the loss of any card 
data is associated with both financial loss and reputational damage.

This set of regulations consists of 12 sets of requirements and relates  
to your hotel’s IT infrastructure, the processes and your members of staff:

Build and maintain a secure  
network and systems

1. Install and maintain network security controls.

2. Apply secure configurations to all system 
components.

3. Protect stored account data.

4. Protect cardholder data with strong cryptography 
during transmission over open, public networks. 
Maintain a vulnerability management program.

5. Protect all systems and networks  
from malicious software.

6. Develop and maintain secure systems and software. 
Implement strong access control measures.

7. Restrict access to system components and 
cardholder data by business need to know.

8. Identify users and authenticate. Access to system 
components.

9. Restrict physical access to cardholder data.
Regularly monitor and test networks.

10. Log and monitor all access to system components 
and cardholder data.

11. Test security of systems and networks regularly.
Maintain an information security policy.

12. Support information security with organizational 
policies and programs.

Compliance with the requirements  
is checked on the basis of three  
validation measures:
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Staying on the safe side
In terms of security, those solutions are deemed appropriate where your hotel has absolutely 
no involvement with the complete or unencrypted card data of your guests. This allows you 
to ensure that the amount of effort associated with the certification process is significantly 
reduced.

The following tips should support you in reducing the risk of card data theft and the effort  
involved in certification:

PCI Proxy Server
Reservation platforms are important distribution partners. 
Unfortunately, not everyone ensures secure conduct: 
Sensitive data is often transferred without encryption – by 
email or via XML interfaces. If this is the case, the effort 
associated with fulfilling PCI DSS security requirements 
increases significantly. In order to avoid such additional effort, 
there is a simple and cost-effective alternative: the PCI Proxy 
Server. This collects the card data en route from the booking 
platform to you, and replaces it with incomprehensible 
random numbers (tokens). The associated sensitive card data 
is stored in a PCI DSS-certified environment. This ensures 
that you benefit from a more straightforward validation 
procedure, while allowing you to process bookings via 
Saferpay.

Hotel Software – Property  
Management System (PMS)
Please ensure that the card data is stored in encrypted format 
in compliance with regulations.It is best  
to contact your PMS provider.

Outsourcing
If you have received reservations by telephone, fax, email 
or by post, your guests are able to pay in advance easily, 
conveniently and securely online, without the hotel having 
anything to do with the card data. The solution is called 
Saferpay

Saferpay
If you have received reservations by telephone, fax, email 
or by post, your guests are able to pay in advance easily, 
conveniently and securely online, without the hotel having 
anything to do with the card data. The solution is called 
Saferpay. 
 
Saferpay combines the benefits of the so-called Mail/Phone 
Order Transaction with the security of a password-protected 
secure e-commerce transaction. This means for you: 
increased security and convenient processing.

Tip
Offer your guests the option to pay with the 3-D Secure window. This ensures that you, as a hotel, are certain  
that the guest has undertaken the booking themselves, which leads to a reversal of liability in your favour.

If you have questions related to PCI DSS please use  
the email address pci-info@worldline.com to contact 
our PCI Team.

mailto:pci-info%40worldline.com?subject=
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The hotel industry remains the focus of hackers as cyber criminality continues to grow.  
An investigation into such incidences has revealed that a significant proportion of attacks 
could have been avoided had there been appropriate security measures in place. The 
following tips from the international PCI DSS security standard are important for you if your 
infrastructure hosts card data (this check is also recommended irrespective of PCI DSS):

1. Change standard settings

PMS and POS systems are often configured 
by integrators using standard passwords. If 
a criminal gains access to such a password, 
he or she is granted easy access to your 
systems. Therefore, please never use the 
standard password provided by the supplier. 
Before the installation of an application, 
please set a new password with a high level 
of complexity: Please use capital letters and 
lower-case letters as well as numbers and 
special characters. The password must be  
at least eight characters long.

 
2. Securely set up your firewall

Configure the firewall in such a way that the 
in- and outflow of data is limited to those 
services, which are required for conducting 
business activity. Do not make your PMS 
and POS systems directly accessible via the 
Internet. Block any incoming data flow and 
filter any outgoing data flow. This measure 
significantly inhibits the activities of an 
attacker.

 
3. Network segmentation

Segment your network: Prevent any 
communication between the card processing 
systems and others by way of firewalls and 
routers. The objective is to prohibit direct 
access to the card processing systems, 
thereby minimising the risk of data being 
accessed. An unsegmented network also 
means that PCI DSS has to be applied across 
the entire network.

 
4. Set up multi-factor authentication

Establish a multi-factor authentication 
process for all remote access solutions,  
for internal members of staff and for service 
providers. Security with simply one password 
is mostly not enough to deter criminals. 
Combine the password with other methods 
of authentication: Enquire with your solutions 
provider regarding possible extensions.

Questions
Do you have any questions regarding the topic  
of security? Your PMS provider and the PCI Team  
from Worldline are happy to help.

5. Check logs

Please ensure that the system maintained 
histories (logs) are generated, monitored  
and stored. Do not assume that criminals 
only act inconspicuously. Many activities  
are automatically registered via logs.  
Please check this regularly.  
This subsequently allows you to identify  
risks at an early stage and reduce them  
to a minimum.

 
6. Handling printouts and paper receipts

Please ensure that any printouts, faxes 
and receipts containing card data are kept 
securely under lock and key – in drawers 
or cupboards. Members of staff must be 
sensitised to the use of such confidential 
data, and it must be defined and checked as 
to which members of staff require access to 
such documentation due to their work. The 
proper disposal of documentation must also 
be safeguarded.

 
7. Service providers

Please contact your service provider who 
transfers, processes or stores card data  
on your behalf, and request the submission 
of a PCI-Compliance verification. Co-
responsibility should be regulated. Maintain 
a list of your suppliers, in order that you can 
retain an overview.



About Worldline
Worldline [Euronext: WLN] helps 
businesses of all shapes and sizes 
to accelerate their growth journey – 
quickly, simply, and securely. With 
advanced payments technology, local 
expertise and solutions customised  
for hundreds of markets and industries, 
Worldline powers the growth of  
over one million businesses around  
the world. 

worldline.com

For further information
pci-info@worldline.com

Your local point of contact can be found at: worldline.com/merchant-services/contacts
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