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MERCHANT SERVICES TECHNICAL AND ORGANISATIONAL MEASURES (“TOMS”) 

 

This document contains a list of the technical 

and organizational measures which are appli-

cable as a standard. This list may be supple-

mented on a case-by-case basis by additional 

measures described in the relevant Service 

Conditions.  

The measures are designed to: 

• ensure the security and confidentiality of 

Personal Data,  

• protect against any anticipated threats or 

hazards to the security and integrity of 

Personal Data,  

• protect against any actual unauthorized 

processing, loss, use, disclosure, or ac-

quisition of or access to any Personal 

Data. 

Worldline commits to continuous monitoring 

the effectiveness of its information safe-

guards. Worldline commits to maintaining its 

PCI DSS level 1 compliance status. 

1. PEOPLE, AWARENESS, AND 

HUMAN RESOURCES (HR): 

1.1. All recruitments follow a screening pro-

cess according to the principles of the World-

line Group background check policy, within 

the limits of the local laws.  

1.2. In each contract each employee has con-

fidentiality and non-disclosure clauses. 

1.3. A Code of Ethics awareness training (in-

cluding a test) is a yearly obligation for all per-

sonnel. 

1.4. Worldline staff is obliged on a yearly ba-

sis to follow the Worldline Data Protection 

training, the Information Security and Safety 

training and the PCI DSS Security training, all 

including a test. 

1.5. Security policy statement & data protec-

tion policies are shared with all employees. 

1.6. Obligation for employees to comply with 

the applicable Worldline group and local se-

curity policies and data protection policies. 

1.7. Regular awareness communication on 

GDPR for all personnel (in addition to World-

line Data Protection policy, Information Secu-

rity and Safety training).  

1.8. Additional specific trainings offered by 

the data protection community to select teams 

and employees. 

2. ORGANIZATION CONTROL:  

Worldline shall maintain its internal organiza-

tion in a manner that meets the requirements 

of the applicable legislation and the Data con-

troller requirements on data security. This 

shall be accomplished by: 

2.1. the appointment of a Data protection of-

ficer; 

2.2.  Data privacy, Security, and Business 

continuity organization and governance are in 

place; 

2.3. an extensive network of Worldline data 

protection experts; 

2.4. roles and responsibilities for all personnel 

related to data privacy; 

2.5. a set of policies that govern data privacy 

and security; 

2.6. internal data processing policies, proce-

dures and processes for coding, testing, 

changes, and releases, insofar as they relate to 

the Personal Data processed; 

2.7. implementing a Data Protection control 

framework that is assessed on a regular basis 

for compliance; 

2.8. regular internal security audits are con-

ducted to verify the security practices; 

2.9. assuring the same technical and organiza-

tional measures apply to suppliers processing 

Personal Data; 

2.10. PCI DSS (Payment Card Industry – Data 

Security Standard) concerning the protection 

of card holder data.  

3. PHYSICAL SECURITY & 

SAFETY AND PAPER RECORDS: 

All Group entities comply with the Group 

Worldline Physical and Environmental Secu-

rity policy & Information Protection Standard:  

3.1. physical access control is implemented 

for all employees, and visitor management 

systems are implemented for all visi-

tors/guests; 

3.2. physical access reviews as per defined pe-

riodicity; 

3.3. information, which includes paper docu-

ments, is classified, labelled, protected, and 

handled according to the Worldline infor-

mation classification policy; 

3.4. specific rules define how to store, pro-

cess, display, print, transfer and destroy (both 

in electronic and paper form); 

3.5. CCTV surveillance to protect restricted 

areas; 

3.6. fire protection, water flood protection, 

heating, air conditioning, power supply 

backup systems are in place to assure integrity 

and availability of the data stored in the data-

centers; 

3.7. controlled destruction of data media. 

4. TECHNICAL 

INFRASTRUCTURE AND 

APPLICATION SECURITY: 

Worldline has implemented a defence in depth 

security environment, ensuring multiple lay-

ers of security. Following security measures 

are incorporated:  

4.1. network segregation & segmentation; 

4.2. secured transmission of data over un-

trusted networks; 

4.3. Personal Data stored on production net-

works which are segregated by means of fire-

walls; 

4.4. IDS (Intrusion Detection) and IPS (Intru-

sion Prevention) – and monitoring (SIEM – 

Security Information and Event Management 

System); 

4.5. security Gateways and VPN solution to 

connect remotely; 

4.6. vulnerability management, patching, and 

secure configuration; 

4.7. penetration testing for applications; 

4.8. web application Firewall; 

4.9. secure coding,  

4.10. data is only stored in the EU Data Cen-

ters and, in case of laptops, encrypted on the 

local device.  

5. END-USER DEVICES ARE 

PROTECTED:  

Worldline personnel are working with laptop / 

desktop on Worldline secured network. Fol-

lowing security measures are incorporated: 
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5.1. encryption of the hard disk on company 

assigned laptops; 

5.2. 2 Factors Authentication (PKI / Alterna-

tive) for remote working; 

5.3.  centrally managed anti-virus protection, 

patching, firewall, host intrusion prevention 

system; 

5.4. management and monitoring of the soft-

ware to control -unauthorized software instal-

lation; 

5.5. a secure device life cycle management. 

6. REMOTE ACCESS SECURITY:  

2-factor authentication is used for remote ac-

cess to the critical Worldline target systems. 

For Worldline managed systems a VPN (Vir-

tual Private Network) solution is provided to 

connect to the Worldline network and for the 

unmanaged systems additionally, a VDI (Vir-

tual Desktop Infrastructure) solution is in 

place. Any other set up of connections needs 

to be upfront approved by the security depart-

ment. 

7. ACCESS CONTROL TO 

PERSONAL DATA:  

Personnel with access to Personal Data can 

only access the data that are necessary for the 

purpose of the activities under their responsi-

bility. Access authorization is provided based 

on the ‘least privilege basis” and is either role 

based, or name based. Access logs and audit 

trails are in place and the responsibility for ac-

cess control is assigned. 

8. SECURITY, CONFIDENTIALITY, 

AND AVAILABILITY OF 

PERSONAL DATA:  

Based on a risk assessment (and if required an 

additional DPIA) Worldline will ensure a 

level of security appropriate to the risk, in-

cluding inter alia as appropriate: 

8.1. the anonymization and encryption of Per-

sonal Data; 

8.2. the ability to ensure the ongoing confi-

dentiality, integrity, availability and resilience 

of processing systems and services; 

8.3. the ability to restore the availability and 

access to Personal Data in a timely manner in 

the event of a physical or technical incident; 

8.4. a process for regularly testing, assessing 

and evaluating the effectiveness of  technical  

and organizational measures for ensuring the 

security of the processing; 

8.5. ensure a logical separation of its customer 

data; 

8.6. set up a process to keep processed data ac-

curate and up to date; 

8.7. keeps records of processing activities ac-

cording to GDPR: 

8.8. unauthorized access detection measures 

via access log systems 

8.9. customer Data (including back-ups and 

archives) will only be stored for as long as it 

serves the purposes for which the data was 

collected, according to the customers instruc-

tions, unless there is a legal or contractual ob-

ligation to retain the data for a longer period; 

8.10. incident management process and inci-

dent response plans; 

8.11. a data breach notification procedure; 

8.12. emergency & disaster recovery plans 

with procedures and allocation of responsibil-

ities in place (backup contingency plan).  

 

 


